Argument map large non-European

Large non-European cloud providers offer user-friendly services

Services designed by large non-European providers require little technical knowledge. O

Many professionals have been trained to provide support for the use of large non-European cloud providers. O
Users are accustomed to the services of large non-European providers. O

Large non-European providers offer a wide variety of services that work well together. O

Service

Large non-European cloud providers offer flexibility and reliability

Large non-European providers allow fast up- and downscaling of storage and computing power. O

Large non-European providers have the resources, staff, and expertise to meet high technical requirements. O
Large non-European providers let users get started quickly and with little technical effort. O

Large non-European providers have enough financial resources to guarantee services in the future. O

( The use of large non-European cloud providers is aligned with European values

EU law is sufficient to enforce European values on large non-European providers. O
If non-European providers follow EU rules, they should be allowed to operate in the European market. O

( The use of large non-European providers is environmentally sustainable

( Large non-European providers are efficient per unit of computing power or storage. O

Large non-European cloud providers offer legal certainty

Legal

Large non-European providers demonstrate compliance with EU law through certification and documentation. O
Large non-European providers also have legal entities within European countries. O

( The use of large non-European cloud providers offers macroeconomic advantages

C Large non-European providers give Dutch organizations access to powerful computing and technology. O

( Large non-European cloud providers offer business benefits

Users only need to coordinate with a one provider because they deliver a wide range of services.
Users of large non-European providers more often pay based on usage, such as per gigabyte.
Large non-European providers require little in-house IT staff.

Large non-European providers ensure access to the latest technology, such as new Al tools.
Large non-European providers offer high speeds worldwide.

Large non-European providers are a safe choice with low risk of reputational damage.

J

( Large non-European cloud providers offer digital security and stability R
~

Large non-European providers store data multiple times in different locations across the globe. O
Large non-European providers have substantial resources and capacity to invest in digital security. O
Users of large non-European providers can protect their data using strong encryption. ©

( The use of large non-European cloud providers may offer geopolitical benefits

( Procuring non-European services can help strengthen geopolitical ties. O

o
Geopolitics

cloud providers

Large non-European cloud providers offer little personalised service

O Dutch organizations are too small to receive tailored services from large non-European providers.
O Large non-European providers can unilaterally change services or contracts on short notice.
O Large non-European cloud providers offer little technical support from Dutch-speaking staff.

Service

Smaller European cloud providers can offer tailored services

O Smaller European providers can more easily adapt services to individual user needs.
O Users can easily obtain a single, stand-alone service from smaller European providers.
O European providers offer options to store data in many different European countries.
O Dutch providers offer personal support in the Dutch language.

The use of large non-European cloud providers is not aligned with European values\

O Europe emphasizes citizen protection in cloud services, which is less common outside Europe. )

The use of large non-European providers is not environmentally sustainable \

What are
the pros and cons of

O Bundled services increase the risk of using energy for unnecessary functions. )

using large non-European
cloud providers for Dutch
organizations?

The use of large non-European cloud providers poses a legal risk

Legal

O Large non-European providers are never exclusively subject to European law.

Large non-European cloud providers hinder Europe’s macroeconomic potential w

Lack of competition for large non-European providers can slow down innovation.

O The use of large non-European providers hinders the development of a European cloud industry.
O Using European cloud services preserves technical knowledge and increases European innovation capacity.

The use of large non-European cloud providers disrupts fair competition in Europe w

Large non-European providers have more market data, giving them a competitive advantage.
Large non-European providers bundle services, making it hard to buy single services from other providers.

Using the bundled services of large non-European providers poses business risks ]

O Bundling of services by large providers may lead users to pay for unnecessary services.
O Using large non-European providers may finance (future) competition in other digital markets.
Large non-European providers charge per action, which can result in unexpected total costs.

The use of large non-European cloud providers increases vulnerability to disruptions within those providers

O Service bundling by large non-European providers can trigger chain reactions during disruptions.

O Switching cloud providers is difficult, which can make users dependent on a single large provider. }
Large non-European providers are attractive targets for malicious actors due to their size. ]

The use of large non-European cloud providers harms European autonomy w

O Foreign laws may provide state actors with legal access to European data.

O The use of large non-European services increases dependence on non-European decision-making.
O Friendly countries may later impose laws on their providers that undermine European autonomy.

o
Geopolitics

About this map

This map presents the arguments pros and cons of using large non-European cloud providers by Dutch organizations. The arguments
ECP concern large versus small providers, European versus non-European, and combinations thereof. The purpose of this map is to

improve the quality of public debate and support decision-making regarding the use of large non-European cloud providers.
With input from a broad group of experts (see reverse side), we collected the arguments during three structured thinking sessions.
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Definities
Organizations: Public authorities, private companies,
and everything in between.

Cloud provider: A provider that enables the use of
hardware, software, and data via the internet.

Large cloud providers: Providers that are market
leaders in large-scale, global cloud services (commonly
referred to as hyperscalers). The three largest cloud
providers in the Netherlands at this time are Amazon,
Microsoft, and Google.

Non-European cloud providers: Providers that are not
based in the European Union.

European cloud providers: Providers that are based in
the European Union.

When we use the terms ‘services’ or ‘providers’ on their
own, we mean ‘cloud services’ and ‘cloud providers'.

Experts from the following organizations
contributed:

Amazon Web Services, Article 19, Autoriteit
Persoonsgegevens, Bert Hubert (in a personal
capacity), BIT, CIO Platform Nederland, Centre
of Excellence for Data Sharing & Cloud, Dutch
Cloud Community, Espresso Gridpoint, Freedom
Internet, i3D.net, Instituut Clingendael,
Intermax, KPN, Leaseweb, Microsoft, Ministerie
van BZK, Ministerie van EZ, Nebul, NLdigital,
SIDN, SURF, TNO, VNG.

Each organization has its own perspective on the
arguments included on this map, which means
they may not agree with all arguments or may
weigh them differently.
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